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Takeaways for Today 

SaaS adoption is projected to increase three-fold to 
$14 Billion by 2012 according to Gartner
Reality is that SaaS adoption is still departmental 
and piecemeal – it is not mainstream in most 
enterprises
To increase user adoption of SaaS within an 
enterprise, you need to fit nicely within the IT policy 
and framework of an organization
Security is a primary concern, but it comes in many 
guises
Security is the responsibility of BOTH you AND your 
vendors of choice



What are your customers security concerns?



SaaS Adoption Growing As Model 
Matures: $8B in ’09 to $14.7B in ‘12

With CRM and Content/Communication and 
Collaboration leading the way…

Source: Gartner Saas Trends 2007-
2012
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Real Quotes on Concerns over 
Security

DuPont, “When a sales person leaves the company, it takes 
10 days to de-provision their account in SalesForce.com. Until 
then, the sales person has access to his account. This is a real 
problem.”

International Fragrances & Flavors, at an executive briefing, 
told us, “We cannot use SaaS until it uses our identity 
management systems.”

“What’s keeping us from getting more large enterprise 
customers? Trust.” – David Carroll, Salesforce.com 
evangelist



Breaking down security concerns

Trust

Identity, authenticity
Monitor, enforce 
compliance
Multiple identities in the 
cloud
Trustworthy hosted 
resources

Manageability
Provisioning users and 
tenants in a hosted 
environment
Roles-based access
Policy-driven 
management
Intelligent workload 
management

Accessibility
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Physical security

Financial
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What do Enterprises want you to do?



Enterprises want to attach the same Governance 
and Access Policies to the Cloud as they have 
internally
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Security Capabilities Customers Are 
Asking SaaS Providers About

Audit tracking, Single sign-on and Provisioning of users were the three 
main security capabilities customers are asking SaaS providers about; 
about ½ of SaaS providers indicated customers asked them about these 
capabilities.





What can cloud vendors do?



Vendors
SAS 70

Identity protection and user-controlled 
access/authorization

Audit/GRC

Transparency 

Join the Trusted Cloud Initiative



SAS 70 Certification
Created by American Institute of Certified Public 
Accountants

“Represents that a service organization has been through an 
in-depth audit of their control objectives and control activities, 
which often include controls over information technology and 
related processes.

Independent “service auditor” issues opinion on 
servicer’s controls, useable by servicer and their 
customers

Type I: a snapshot on a specific date, self reported

Type II: Opinion delivered about ongoing controls



Identity Protection
What is the process for

Provisioning identities?

Guarding them?

De-provisioning with role changes?

Does vendor support multi-factor authentication?

Do they support standards-based federation?



Audit/GRC
How do you find out what’s going on inside your 
vendor’s data center?

How do you check up on SLA terms?

Can you reconcile information you do receive with 
the rest of your GRC inspection regime?

Is sensitive data exposed in the cloud?



Transparency issues
Who can reach data?

What level of encryption is available? Practical?

Where is data located?

Where is compute located?

SLA terms (Microsoft requires an NDA to even see 
their SLA model agreement!)
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Vendor Enterprise Joint



Novell Cloud Security Service (NCSS)
NCSS is a multi-tenant identity and access solution that leverages 
an enterprises existing identity infrastructure to securely access 
SaaS applications. NCSS provides your customers with single sign-
on, detailed audit logs and is built on industry standards.
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Trusted Cloud Initiative
Cloud Security Alliance and Novell are jointly 
pursuing an initiative to create the industry’s first 
cloud certification criteria. 

For more information, logon to www.trusted-cloud.
com

Come see a live demo of Novell Cloud Security Service 
at the Novell Booth!

http://www.trusted-cloud.com/
http://www.trusted-cloud.com/


Cloud Security Q&A


