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Copyright and trademark infringement in the DNS is an enormous and ongoing problem for
software and information companies. ICANN’s program to dramatically expand the number of
gTLDs may multiply the problem exponentially unless appropriate safeguards are implemented.
SIIA’s particular concern regards strings and applications that are likely to disproportionally
impact rights owners in the software and information industries, especially those that expressly
target copyrighted software or content (hereinafter “Targeted gTLDs”). For these gTLDs,
safeguards must be implemented above and beyond the ICANN required rights protection
mechanisms. SIIA requests that the Evaluation Panel apply the safeguards proposed by the
Coalition for Online Accountability, as the minimum set of safeguards that should be deemed
appropriate for the proposed new gTLDs, and more specifically require that all new “Targeted
gTLDs” be required to abide by the following safeguards:


Whois data must be authenticated, verified, and publicly accessible. It must be known
who is registering at the second level in these domains. At the time of registration,
registrars should be required to verify that the person or entity claiming to be the
registrant exists, the data is not fraudulent, and the person or entity can be located and
contacted. Registrations from serial violators of registry standards should also be
screened out. If proxy registrations are not prohibited, then the registry operator must
have real-time access to verified registrant contact data for audit purposes and for
prompt resolution of complaints.



Enforceable certification by registrant that the domain name will be used only for
licensed, legitimate activities, and not to facilitate piracy. This requirement should be
incorporated in a registry Acceptable Use Policy that is publicly disclosed and with
which all registrants must certify their compliance before registration and periodically
thereafter.



Prompt, accessible mechanism for right holder complaints that certification is being
violated or that piracy or other abuses are being enabled. Complaints should trigger an

expeditious investigation, with prompt notice to registrants, a reasonable opportunity
for them to respond, and swift corrective action when violations are found.


Predictable and effective consequences for registrants who violate certification, allow
infringing activities, falsify registrant contact data, etc. Potential consequences may
include cancellation of the registered domain where the abuse occurs; possible
cancellation of other domains registered by same or affiliated parties; and bar on future
registrations by same or affiliated registrant, in the case of serial offenders.



A registry must have the capability, commitment and willingness to devote the needed
resources, to implement the preceding safeguards effectively.

The aim of these safeguards is to provide fair and efficient mechanisms for preventing abuses
and dealing with them if they arise, not to hinder legitimate business models in new gTLDs.
The Applicant Guidebook also states that the GAC may use its Early Warning and Consensus
Advice power on those strings that “refer to particular sectors … or those that describe or are
targeted to a population or industry that is vulnerable to online fraud or abuse.” SIIA
respectfully submits that this includes the software and information industries.

